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********* Begin 1st change*********
[bookmark: _Toc19696863][bookmark: _Toc26876857][bookmark: _Toc35529487][bookmark: _Toc35529577][bookmark: _Toc51230246]4.2.2.1.x	Integrity protection of user data between the UE and the eNB
Requirement Name: Integrity protection of user data between the UE and the eNB.
Requirement Reference: TS 33.401 [3], clause 5.1.4.
Requirement Description: "User plane packets between the eNB and the UE may be integrity protected on the Uu interface. " in clause 5.1.4
Threat References: TBD
Test Case:
Test Name: TC-UP-DATA-INT_eNB
Purpose: To verify that the user data packets are integrity protected over the Uu interface.
Pre-Condition: 
-	The eNB network product shall be connected in emulated/real network environments. UE may be simulated.
-	Tester shall have knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
Execution Steps:
1. eNB sends RRCConnectionReconfiguration with integrity protection indication "on".
2. Check any User data sent by eNB after sending RRCConnectionReconfiguration and while the UE is in active state is integrity protected.
Expected Results:  
Any user plane packets sent between UE and eNB over the Uu interface after eNB sending RRCConnectionReconfiguration is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.

********* End of 1st change*********

********* Begin 2nd change*********
4.2.2.1.X	Local UP integrity protection configuration
Requirement Name: Select the right UP integrity protection policy.
Requirement Reference: TS 33.401 [2] clause 7.3.3
Requirement Description: " The eNB shall be locally configured with UP integrity protection policy. " in clause 7.3.3
Threat References: TBD
Test Case:
Test Name: TC_LOCAL_UP_INTEGRITY_PROTECTION_CONFIGURATION
Purpose: To verify that the eNB is locally configured with a UP integrity protection policy
Pre-Condition: 
-	The eNB network product shall be connected in emulated/real network environments. UE and MME may be simulated.
-	The eNB locally configured to activate UP integrity protection by default if no UP integrity protection policy is received from MME.
-	Tester shall have knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
Execution Steps:
1.MME sends EPS security capability with EIA7 indicating the UP integrity protection is supported by the UE. But the MME does not send a UP integrity protection policy to the eNB. 
2. eNB sends RRCConnectionReconfiguration with integrity protection indication "on".
3. Check any User data sent by eNB after sending RRCConnectionReconfiguration and while the UE is in active state is integrity protected.
Expected Results:  
Any user plane packets sent between UE and eNB over the Uu interface after eNB sending RRCConnectionReconfiguration is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
********* End of 2nd change*********

********* Begin 3rd change*********
4.2.2.1.X	UP IP policy selection
Requirement Name: Select the right UP IP policy.
Requirement Reference: TS 33.401 [2] clause 7.3.3
Requirement Description: " If the eNB receives UP integrity protection policy from the MME, the eNB shall use the received UP integrity protection policy, otherwise, the eNB shall use the locally configured UP integrity protection policy if EIA7 in the EPS security capability indicates that the UE supports user plane integrity protection with EPC. " in clause 7.3.3
Threat References: TBD
Test Case:
Test Name: TC_ UP_IP_POLICY_Selection
Purpose: To verify that the eNB has a locally configured UP IP policy
Pre-Condition: 
-	The eNB network product shall be connected in emulated/real network environments. UE and MME may be simulated.
-	The eNB locally UP IP is set to NOT NEEDED.
-	Tester shall have knowledge of integrity algorithm and integrity protection keys.
-	The tester can capture the message via the Uu interface, or can capture the message at the UE. 
Execution Steps:
1.MME sends EPS security capability with EIA7 indicating the UP IP is supported by the UE. But the MME does sends a UP IP policy with REQUIRED to the eNB. 
2. eNB sends RRCConnectionReconfiguration with integrity protection indication "on".
3. Check any User data sent by eNB after sending RRCConnectionReconfiguration and while the UE is in active state is integrity protected.
Expected Results:  
Any user plane packets sent between UE and eNB over the Uu interface after eNB sending RRCConnectionReconfiguration is integrity protected. 
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
********* End of change*********

